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I. Introduction

In 1998, Congress enacted the Digital Millennium Copyright Act
(“DMCA”). One of its provisions, 17 U.S.C. § 512, gave online service
providers a safe harbor from liability for user-caused copyright
infringements. The web hosting safe harbor’s structure was relatively simple:
copyright owners assume the burden of notifying service providers when
their users are committing copyright infringement, at which point the service
providers are expected to intervene if they want to avoid being liable. This
system, called “notice-and-takedown,” has served the Internet well enough to
create many interesting and important user-generated content websites.

Unfortunately, 15 years of relentless litigation by the copyright industry
has created a number of cracks in the notice-and-takedown system. As a
result, the notice-and-takedown system is failing as a safe harbor,
progressively undermining the safe harbor’s ability to foster entrepreneurship
in the user-generated content industry. This Essay explains how cracks in the
safe harbor are rendering it useless.

11. Background

Copyright law is a strict liability tort. That means a person is liable for
copyright infringement if their actions violate a copyright owner’s rights,
even if they had no idea they were doing so. In the mid-1990s, a few cases
suggested that online service providers could be strictly liable for
user-caused copyright infringement, even if the service providers didn’t
know that its users were doing so.?

These cases prompted the DMCA safe harbor codified in 17 U.S.C. §
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2 See, e.g., Playboy Enterprises, Inc. v. Frena, 839 F. Supp. 1552 (M.D. Fla. 1993);
Playboy Enterprises, Inc. v. Russ Hardenburgh, 982 F. Supp. 503 (N.D. Ohio 1997).
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512(c), which created the notice-and-takedown system. Its key innovation is
that online service providers aren’t strictly liable for user-caused copyright
infringement; service providers should be liable only if they get a takedown
notice from copyright owners and then fail to respond quickly. Indeed, the
statute spells out what information needs to be in a takedown notice before it
creates the obligation for service providers to act.®> Thus, it’s clear Congress
wanted to override copyright law’s strict liability default rule for online
service providers and require copyright owners to take affirmative steps
outside the courtroom before they ran to the courtroom to sue user-generated
content websites.

From the beginning, copyright owners quickly realized that sending
takedown notices was a chore.* As a result, copyright owners have
repeatedly sued service providers for user-caused copyright infringement
even where the copyright owners haven’t sent takedown notices.® Naturally,
if copyright owners could establish service provider liability without the
need to send takedown notices, it would effectively render Section 512(c)’s
notice-and-takedown scheme moot.

I11. Undermining the Safe Harbor

Through aggressive litigation in court, copyright owners have made
substantial progress in eviscerating the notice-and-takedown system,
especially in the past two years or so. Some of the ways they have done so:

1. Pre-1972 Sound Recordings

In the GrooveShark case, ® the court held that pre-1972 sound
recordings—which are governed by state copyright law, not federal copyright
law—are not covered by the notice-and-takedown scheme. Because a service
provider allowing users to post sound recordings has no reliable automated
way of distinguishing pre- and post-1972 works, service providers cannot
rely on the notice-and-takedown for any sound recordings.’

17 U.S.C. § 512(c)(3).

* See, e.g., ALS Scan v. Remarq Communities, Inc., 239 F.3d 619 (4th Cir. 2001)

> See, e.g., UMG Recordings, Inc. v. Shelter Capital Partners LLC, 667 F.3d 1022 (9th
Cir. 2011); Viacom Int’l Inc. v. YouTube, Inc., 676 F.3d 19 (2d Cir. 2012) (Viacom sued
YouTube even though Viacom waited some time to send 100,000 takedown notices and
YouTube immediately processed them).

¢ UMG Recordings, Inc. v. Escape Media Group, Inc., 107 A.D.3d 51, 964 N.Y.S.2d 106
(N.Y.A.D. 1 Dept. 2013).

’ See Eric Goldman, More Evidence That Congress Misaligned the DMCA Online
Copyright Safe Harbors (UMG v. Grooveshark),
http://www.forbes.com/sites/ericgoldman/2013/04/24/more-evidence-that-congress-misalign
ed-its-online-copyright-safe-harbors-umg-v-grooveshark/ (last visited Dec. 2, 2014).
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2. Knowledge Requirement

Courts have established two ways that service providers can “know”
about their users’ infringing behavior even if copyright owners don’t send
takedown notices. First, courts have added a new safe harbor exclusion
called “willful blindness.” ® This exclusion doesn’t have a rigorous
definition—courts are still trying to figure out what it means°~and the courts
created this exclusion even though the statute specifically described what
types of information about user conduct could foreclose the safe harbor.

Second, the courts have said that “inducing” infringement also likely
forecloses the safe harbor.® We have clearer definitions of what constitutes
inducement, though inducement arguments have rarely succeeded outside the
peer-to-peer file sharing context. Nevertheless, lawsuits against
user-generated content websites routinely allege inducement, consuming
substantial litigation expenses for both parties.

3. Investors’ Liability

Courts have indicated that investors in online service providers aren’t
covered by Section 512''—leading the potentially anomalous conclusion that
investors may be liable for copyright infringement even when the companies
they’ve invested in aren’t. Naturally, exposing investors to personal risk for
making investments in user-generate content websites is a pretty effective
way of discouraging those investments.

* * *

These three exclusions undermine the safe harbor in two ways. First, they
prevent user-generated content websites from relying on the
notice-and-takedown system. Simply responding to copyright owner
takedown notices isn’t enough to keep a service provider out of court.

Second, more problematically, copyright owners can drain defendants’
coffers of lots of money seeking evidence to support these exceptions,*

8 See Viacom Int’l Inc. v. YouTube, Inc., 676 F.3d 19 (2d Cir. 2012); UMG Recordings,
Inc. v. Shelter Capital Partners LLC, 718 F.3d 1006 (9th Cir. 2013).

% See, e.g., the Ninth Circuit’s baffling quadruple-negative articulation of the doctrine:
“the DMCA recognizes that service providers who do not locate and remove infringing
materials they do not specifically know of should not suffer the loss of safe harbor
protection.” UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d 1006 (9th Cir.
2013).

10" Columbia Pictures Industries, Inc. v. Fung, 710 F.3d 1020 (9th Cir. 2013).

1 UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d 1006 (9th Cir. 2013).

12 For example, YouTube spent $100M just to file its summary judgment motion in the
Viacom case. Erick Schonfeld, Google Spent $100 Million Defending Against Viacom's $1
Billion Lawsuit, http://techcrunch.com/2010/07/15/google-viacom-100-million-lawsuit/ (last
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even if the copyright owners ultimately lose in court. This ensures that
well-funded copyright owners can drive entrepreneurs out of business simply
through aggressive litigation, regardless of the merits;*® and it substantially
raises the amount of cash required to enter the user-generated content
business, as a portion (effectively, the first funds raised) must be set aside for
the seemingly inevitable and quite expensive ligation that will surely ensue.

IV. Implications

For all of the angst about SOPA’s evisceration of notice-and-takedown,™
it’s clear that the notice-and-takedown system is dying without any
legislative intervention. Congress attempted to articulate a pretty clear rule:
users who upload infringing files are liable; their web hosts aren’t unless
they ignore takedown notices. Somehow, the courts have gotten far enough
away from this basic proposition that now copyright owners have plenty of
leverage over user-generated content websites without ever sending them
takedown notices at all. Perhaps Section 512’s failure isn’t surprising; in
retrospect, it’s pretty clear Congress misarchitected Section 512.* Despite
that, Congress isn’t likely to consider meaningful defendant-favorable
reform any time soon.
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1> See Eric Goldman, Want to End the Litigation Epidemic? Create Lawsuit-Free Zones,
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